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@ Https:// (same security level used with online banking)

@ Servers are in a SAS 70 COLO compliant facility (in order to be SAS 70
compliant there is a long list of security elements that are audited by
an independent 3rd party...we can produce the audit report if

necessary)

@ Access to our servers is protected by a bio-metric scan to get into the
building (hand/fingerprint scan)...a card scan to get into the hallway
(media scan)...another card scan to get into the room where the

servers are located...and a key to gain access to the server itself.

@ Utilize up-to-date firewall software on our hardware firewall

appliance (the box that controls who can enter the network)

@ Database is protected by three passwords which are only available

to a couple IT people

@ Application level security (when using our reporting tools you can

only see data that you have permission to see...user level security)
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